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SonarSource

● 300 employees

● Geneva (HQ), Annecy (FR), Bochum (DE), Austin (TX)

● Clean Code for 29 languages

● 350K companies use the solution

● Strong commitment to OSS



The Power of Clean Code

● Source Code is the software asset

● Reduce maintenance and rework

● Better work environment

● Reduce operational and security risks

⇒ do a better job!



Challenges

● Too late

● Pushback from developers

● Lack of ownership by developers

● Inconsistent requirements

● Quality gate





Clean as you Code





Clean as you Code

● Strict quality gate to promote code

● Based on added and changed code



Demo



Capture by reference in lambdas used locally

Can lead to slow downs and increased memory footprint, QuickFixable



Capture by reference in lambdas used locally



Cipher algorithms should be robust

Potentially severe security breach. Can put business and reputation at risk.



Cipher algorithms should be robust

Supports OpenSSL, Botan, Crypto++



"memset" should not be used to delete sensitive data

Misleading. Code seems to address security. Can be missed in review. 



"memset" should not be used to delete sensitive data



Arguments evaluation order should not be relied on

Standard dependent. Can slip through unit tests.



Demo



A glimpse of C++

● 574 rules

● 65 quick fixes

● Covers C++ core guidelines, MISRA, CERT, OWASP, CWE

● C++20



Wrap-up

● The Power of Clean Code

● Clean as you Code

● SonarLint in your favorite IDE



Questions?
@sonarsource

https://sonarsource.com


