


Safeguarding

• Safeguarding?
• Thinking up what could go wrong

• Where to start?
• How do we go about fixing it?
• How to get the effort and money required?
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What Security - Examples?

WhatsApp
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What could possibly go wrong?



One Solution –
Workshops

C.f. Training from the back of the 
room - Sharon Bowman



Threat assessment…

ΖQVLGHU�WKUHDWVb
��DFFHVVLQJb

FXVWRPHU�GDWD

6FULSW�.LGGLHV���MXVWb
UXQQLQJb

SUHSUHSDUHG�VFULSWVb
WR�VHH�ZKDWb

KDSSHQV�ZKDW�WKH\b
FDQ�JHW

%XJV�LQ�WKHb
VRIWZDUH�b
FDXVLQJb

DFFLGHQWDO�GDWDb
GLVFORVXUH

&XVWRPHU���&ODLPVb
SD\PHQW�ZDVQ
Wb

PDGH���JHWV�UHIXQG�

'DWDEDVH�LV�QRWb
VHFXUHG��DOOb
FXVWRPHUb

LQIRUPDWLRQ�HQGVb
XS�RQ�WKH�LQWHUQHW

'HOLEHUDWH�SKLVKLQJ��b
VRFLDOO\�HQJLQHHUHGb
DWWHPSWV�WR�JHWb
SDVVZRUGV�DQGb

LPSHUVRQDWH�XVHUV�b
ΖGHQWLW\�WKHIW

+DUGFRUH�KDFNLQJb
��DQDO\VLQJb

YXOQHUDELOLWLHV�DQGb
XVLQJ�WKHP�WRb

JDLQ�XQDXWKRULVHGb
GDWD

$FFLGHQWDO�UHOHDVHb
��VRPHRQH�OHDYHVb

D�86%�ZLWKb
XVHUQDPHV�	b

SDVVZRUGV�RQ�WKHb
WUDLQ

''26�H[WRUWLRQb
��SD\�XS�RUb

0RQH\=RRP�ZLOOb
EH�NQRFNHGb

RɞLQH

ΖQVHFXUHb
GHYLFH���DFFHVVb
WR�FRQWURO�RXUb
DSS��VHW�XSb
SD\PHQWV

+DFNHU���*HWVb
ORJLQ�FUHGHQWLDOV��b
6HOOV�RQ�GDUNQHWb
WR�FULPLQDOV�ZKRb
UHPRYH�PRQH\b
IURP�DFFRXQWV

KDFNHU���JHWV�IXOOb
FXVWRPHU�GHWDLOVb
IURP�VHUYHU���VHOOVb
RQ�GDUNZHE�WRb
LGHQWLW\�WKLHYHV

ΖQMHFWLRQb
YXOQHUDELOLW\b

FDXVHV�PRQH\�WRb
EH�WUDQVIHUUHG�WRb

FULPLQDOV

%DQNV�DUHb
XQKDSS\�ZLWKb

FRPSHWLWLRQ��DQGb
FDXVHb

WUDQVDFWLRQV�WRb
IDLO

:HDNb
SDVVZRUGV���WRRb
HDV\�WR�JXHVV�
��8QDXWKRULVHGb
GDWD�DFFHVV

6HQVLWLYH�GDWDb
LQ�ORJV���

��XQLQWHQGHGb
UHOHDVH�RI�LQIR

%DG�8VHUb
EHKDYLRXU��b
VKDULQJb

SDVVZRUGV�ORJLQb
VHVVLRQV
��OD]LQHVV

%DG�8VHU�EHKDYLRXUb
��QRW�VKLHOGLQJb

ORJLQV�SDVVZRUGV
��XQDXWKRULVHGb

DFFHVV�WRb
GDWD�LGHQWLW\�WKHIW

ΖGHQWLW\�WKHIW��b
DQG�SD\PHQWVb
WR�FULPLQDOb
DFFRXQWV

VRIWZDUH�EXJ�b
GXSOLFDWHb

WUDQVDFWLRQV�b
FOLHQWV�JRb
RYHUGUDZQ

7KH�EDFNHQG�FDQ
Wb
GHDO�ZLWK�WKHb
FXVWRPHU�ORDG�b
DQG�WKH�DSSb

EHFRPHV�XQVWDEOH

2XU�VHUYHUb
KRVWV�IDLO�IRUb
���KRXUV�b

ΖQDFFHVVLELOLW\b
WR�GDWD�IXQGV�

&U\SWR��EODFNPDLO��b
6HUYHU�HQFU\SWHGb
��H[WRUW�UDQVRPH

3ROLFH�LQWHOOLJHQFHb
VHUYLFHV�DVN�IRUb

DFFHVV�WRb
WUDQVDFWLRQV�RIb
FXVWRPHUV��:Hb
VXSSO\���GRQ
Wb

VXSSO\���

3ODQW�YLUXV�RQb
PDFKLQHV�WRb
H[WRUW�PRQH\b
IURP�FRPSDQ\

3ODQW�YLUXV�RQb
VHUYHUV�IRUb
VDODPL��VW\OHb

DWWDFN��Y��VPDOOb
DPRXQWV�

5RJXH�VWDb
VHWWLQJ�XS�IDNHb
DFFRXQWV��b
WUDQVDFWLRQVb
URXWHG�WR�RZQb

DFFRXQWV

'LVJUXQWOHGb
HPSOR\HH�EULQJVb
GRZQ�VHUYHUb

�PDOLFLRXV�FRGH��RUb
WXUQV�LW�R���WR�JHWb
EDFN�DW�FRPSDQ\

ΖQVLGHU�WKUHDWVb
��VDERWDJH�b

H[WRUWLRQ��WKHIW

6RIWZDUH�GHYHORSHU��b
SODQWV�EDFNGRRU�LQb
VRIWZDUH���DOORZVb

XQDXWKRULVHG�DFFHVVb
WR�FOLHQW�GDWD�DQG�WRb

PRYH�PRQH\� 6RPHRQH
V�H[b
XVHV�ORJLQ�ZLWKRXWb
DXWKRULVDWLRQ�DQGb
HPSWLHV�DFFRXQW��b

LGHQWLW\�WKHIWb
DJDLQ�

+DFNHU�SODQWVb
F\SWRPLQLQJb
VRIWZDUH�RQb
VHUYHU���JDLQVb

ELWFRLQ

(PSOR\HHb
JUDEV�LQWHUQDOb
GDWD�WR�VHOO�WRb
FRPSHWLWRU

3KDQWRP�SD\PHQWV��b
FXVWRPHU�GHQLHVb

NQRZOHGJH�RI�VHWWLQJb
WKHP�XS��:H�VD\�LWb

PXVW�EH�WKHP���ZH
UHb
VHFXUH��3RRU�FXVWRPHUb

H[SHULHQFH�

-RXUQDOLVW��b
FODLPV�V\VWHP�LVb
LQVHFXUH��ZKHUHb

LW�LVQ
W���b
SXEOLVKHV�DUWLFOH

&RPSOLDQFH�LVVXHV��b
ZH�IDLO�WR�FRPSO\b
ZLWK�*'35�DQGb

VLPLODUb
UHTXLUHPHQWV���*HWb
ȴQHG�RU�FXW�R�

Who might do what bad thing to whom?
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Where do we start?



9

ΖQVLGHU�WKUHDWVb
��DFFHVVLQJb
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%XJV�LQ�WKHb
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DFFLGHQWDO�GDWDb
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PDGH���JHWV�UHIXQG�
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LPSHUVRQDWH�XVHUV�b
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JDLQ�XQDXWKRULVHGb
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$FFLGHQWDO�UHOHDVHb
��VRPHRQH�OHDYHVb

D�86%�ZLWKb
XVHUQDPHV�	b

SDVVZRUGV�RQ�WKHb
WUDLQ

''26�H[WRUWLRQb
��SD\�XS�RUb

0RQH\=RRP�ZLOOb
EH�NQRFNHGb

RɞLQH

ΖQVHFXUHb
GHYLFH���DFFHVVb
WR�FRQWURO�RXUb
DSS��VHW�XSb
SD\PHQWV

+DFNHU���*HWVb
ORJLQ�FUHGHQWLDOV��b
6HOOV�RQ�GDUNQHWb
WR�FULPLQDOV�ZKRb
UHPRYH�PRQH\b
IURP�DFFRXQWV

KDFNHU���JHWV�IXOOb
FXVWRPHU�GHWDLOVb
IURP�VHUYHU���VHOOVb
RQ�GDUNZHE�WRb
LGHQWLW\�WKLHYHV

ΖQMHFWLRQb
YXOQHUDELOLW\b

FDXVHV�PRQH\�WRb
EH�WUDQVIHUUHG�WRb

FULPLQDOV
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FRPSHWLWLRQ��DQGb
FDXVHb

WUDQVDFWLRQV�WRb
IDLO

:HDNb
SDVVZRUGV���WRRb
HDV\�WR�JXHVV�
��8QDXWKRULVHGb
GDWD�DFFHVV

6HQVLWLYH�GDWDb
LQ�ORJV���

��XQLQWHQGHGb
UHOHDVH�RI�LQIR

%DG�8VHUb
EHKDYLRXU��b
VKDULQJb

SDVVZRUGV�ORJLQb
VHVVLRQV
��OD]LQHVV

%DG�8VHU�EHKDYLRXUb
��QRW�VKLHOGLQJb

ORJLQV�SDVVZRUGV
��XQDXWKRULVHGb

DFFHVV�WRb
GDWD�LGHQWLW\�WKHIW

ΖGHQWLW\�WKHIW��b
DQG�SD\PHQWVb
WR�FULPLQDOb
DFFRXQWV

VRIWZDUH�EXJ�b
GXSOLFDWHb

WUDQVDFWLRQV�b
FOLHQWV�JRb
RYHUGUDZQ

7KH�EDFNHQG�FDQ
Wb
GHDO�ZLWK�WKHb
FXVWRPHU�ORDG�b
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WUDQVDFWLRQV�RIb
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DFFRXQWV��b
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DFFRXQWV
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H[WRUWLRQ��WKHIW

6RIWZDUH�GHYHORSHU��b
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PRYH�PRQH\� 6RPHRQH
V�H[b
XVHV�ORJLQ�ZLWKRXWb
DXWKRULVDWLRQ�DQGb
HPSWLHV�DFFRXQW��b

LGHQWLW\�WKHIWb
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JUDEV�LQWHUQDOb
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FRPSHWLWRU

3KDQWRP�SD\PHQWV��b
FXVWRPHU�GHQLHVb

NQRZOHGJH�RI�VHWWLQJb
WKHP�XS��:H�VD\�LWb

PXVW�EH�WKHP���ZH
UHb
VHFXUH��3RRU�FXVWRPHUb

H[SHULHQFH�

-RXUQDOLVW��b
JHWV�OLVW�RIb

SD\PHQWV�E\b
9Ζ3���SXEOLVKHV

-RXUQDOLVW��b
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LQVHFXUH��ZKHUHb
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SXEOLVKHV�DUWLFOH
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*�������

&RPSOLDQFH�LVVXHV��b
ZH�IDLO�WR�FRPSO\b
ZLWK�*'35�DQGb
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UHTXLUHPHQWV���*HWb
ȴQHG�RU�FXW�R�
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Likely

Unlikely

Professional 
shortcuts

Murder 
a=empt
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ΖQVLGHU�WKUHDWVb
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WR�VHH�ZKDWb

KDSSHQV�ZKDW�WKH\b
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��SD\�XS�RUb

0RQH\=RRP�ZLOOb
EH�NQRFNHGb

RɞLQH
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%DG�8VHUb
EHKDYLRXU��b
VKDULQJb

SDVVZRUGV�ORJLQb
VHVVLRQV
��OD]LQHVV

%DG�8VHU�EHKDYLRXUb
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7KH�EDFNHQG�FDQ
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WKHP�XS��:H�VD\�LWb

PXVW�EH�WKHP���ZH
UHb
VHFXUH��3RRU�FXVWRPHUb
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ZH�IDLO�WR�FRPSO\b
ZLWK�*'35�DQGb
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UHTXLUHPHQWV���*HWb
ȴQHG�RU�FXW�R�
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How do we go about fixing things?



Functionality changes 
and fixes

13



Configura.on 
Review
Choosing secure components and 
frameworks, and keeping them up to 
date



Automated 
Sta+c 

Analysis



Code Review

• Scheduled meetings, pull requests, or 
pair programming to analyse code for 
security defects
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How to get the effort and money
allocated?



Icebox

Fix security issue: anyone can 
break in

Fix privacy issue: doctors send 
private details unencrypted



Image © Richard Blandfield 
h2ps://medium.com/@fresh<lledsoil/how-to-priori<ze-product-features-and-improvements-8aea72c8bf27

How product owners think:

https://medium.com/@freshtilledsoil/how-to-prioritize-product-features-and-improvements-8aea72c8bf27


Security needs us to 
update many components

We offer up-to-date 
industry-standard 

security…

Desirability Feasibility Profitability



Some customers need more 
effort on security…

We offer Gold, Silver or 
Bronze security…

Desirability Feasibility Profitability



Yes, Developers Can…



Icebox

Fix security issue: anyone can 
break in

Fix privacy issue: doctors send 
private details unencrypted



Safeguarding

• Safeguarding?
• Thinking up what could go wrong

• Where to start?
• How do we go about fixing it?
• How to get the effort and money required?

24



Next steps

• Free! Hipster: Health IoT device 
support
https://lancaster.ac.uk/hipster
• Free! Team security survey
• Free! Workshop materials to 

find the answers for your own 
projects.
• https://securedevelopment.org

https://lancaster.ac.uk/hipster
https://securedevelopment.org/

