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Safeguarding

» Safeguarding?

* Thinking up what could go wrong
* Where to start?

* How do we go about fixing it?

* How to get the effort and money required?




Lancaster

What Securityg

o?’ |

SV

Analytic

oenix
Project

1 1A ¢+ IT ul )y
rel About IT, DevOps,

and Helping Your Business Win

Gene Kim, Kevin Behr, and George Spafford



What could possibly go wrong?




One Solution —
Workshops

C.f. Training from the back of the
room - Sharon Bowman




Threat assessment...
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Where do we start?




Likely

Fairly unlikely

Unlikely

Low Impact

Bad User behaviour
- not shielding
logins/passwords
- unauthorised
access to
data/identity theft

Customer - Claims
payment wasn't
made - gets refund.

Sensitive data
in logs(!)

- unintended

release of info

Risk-Impact Grid

Medium Impact

Bugs in the Weak H
software passwords - too
causing
accidental data SR e
disclosure - Unauthorised

data access

Phantom payments -
customer denies
knowledge of setting
them up. We say it

must be them...we're passwords and
secure. Poor customer impersonate users,
experience. Identity theft

Deliberate phishing -
socially engineered
attempts to get

igh Impact

Compliance issues -
we fail to comply
with GDPR and
similar
requirements - Get
fined or cut off.

Injection
vulnerability
causes money to

be transferred to Script Kiddies - just

running Identity theft -

software bug,
duplicate
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overdrawn

Plant virus on
servers for
salami-style

Journalist -
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criminals preprepared scripts and payments attack (v‘ small Crypto_bIaCkmaII - .
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Professional
shortcuts

Likely

Unlikely
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Likely

Fairly unlikely

Unlikely

Low Impact

Customer - Claims
payment wasn't
Bad User behaviour made - gets refund.
- not shielding
logins/passwords.
- unauthorised

access to
dataidentity theft
Sensitive data
in logs(!)
- unintended

release of info

Risk-Impact Grid

Medium Impact

causing
accidental data
disclosure

passwords - too
easy to guess.
- Unauthorised

data access

Phantom payments -
customer denies
knowledge of setting
them up. We say it
must be them...we're
secure. Poor customer
experience.

Deliberate phishing -
socially engineered
attempts to get
passwords and
impersonate users.
Identity theft

Compliance issues -
we fail to comply
with GDPR and
similar
requirements - Get
fined or cut off.

Injection
vulnerability
causes money to
be transferred to
criminals

Script Kiddies - just
running
preprepared scripts
to see what
happens/what they
can get

Identity theft -
and payments
to criminal
accounts

Plant virus on
servers for
salami-style

attack (v. small
amounts)

software bug,
duplicate

transactions,
clients go
overdrawn

Crypto-blackmail -
Server encrypted
- extort ransome

Journalist -
claims system is
insecure (where

itisn't) -
publishes article

Insider threats
- sabotage,
extortion, theft

Our server
hosts fail for
24 hours.
Inaccessibility
to data/funds.

Accidental release
- someone leaves
aUsB with
usernames &
passwords on the
train
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How do we go about fixing things?
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Functionality changes
and fixes



Configuration
Review

Choosing secure components and
frameworks, and keeping them up to

date




Automated
Static

Analysis




Code Review

* Scheduled meetings, pull requests, or
pair programming to analyse code for
security defects




How to get the effort and money
allocated?

17



Recent v Starred v Templates v Create

0 Board v  Administration

IX security issue: anyone can
break in

o2

Fix privacy issue: doctors send
private details unencrypted
o1

Add a card

lway Communications

A Workspace visible

This Sprint Doing

Bank account reconciliation (L) Customer portal (H)

= &0/6

. ) + Add a card
FAQ service for clients (L)

= o83

Automation of late payer handling

Control System Upgrade

-+ Add a card

Q search ® 4=

# Automation = Filter -+ Show menu

Testing

[2] Automatic calculation of the
package total for each account

o2

[2] Automatic calculation of the
Current Sub fields.

o1

-+ Add a card




How product owners think:

DESIRABILITY FEASIBILITY PROFITABILITY

they'll pay enough for

somebody wants

this thissss

Image © Richard Blandfield
https://medium.com/@freshtilledsoil/how-to-prioritize-product-features-and-improvements-8aea72c8bf27



https://medium.com/@freshtilledsoil/how-to-prioritize-product-features-and-improvements-8aea72c8bf27

Desirability Feasibility Profitability

somebody wants they'll pay enough for
this thissss

Security needs us to
update many components

!

We offer up-to-date
industry-standard
security...




Desirability Feasibility Profitability

somebody wants they'll pay enough for
this thissss

Some customers need more

effort on security...

!

We offer Gold, Silver or
Bronze security...




Soclution

Pre-production
environment
where links
can be tested

(e[} /4(e
setup?

Automated
testing as
part of CI

| —

Isolating the
environments
(VLAN, Keys,
etc)

PR
Review
process

es, Developers Can...

Cost
hardware / e
infrastructure g
implementation
effort: setup and
potential code
changes
management
T —
lementation
wilon
set up
appropriate
network
——————
configuration
human overhead of
overhead setup of
necessary
on every PR e

Positive aspects to
resent to PM

Aligned approach
before going to
productic,
reducing room for
mistakes



Recent v Starred v Templates v Create

) Board v Administration Phz

Icebox

Fix security issue: anyone can
break in
o2

Fix privacy issue: doctors send
private details unencrypted
(ol

+ Add a card

Communications

A Workspace visible

This Sprint Doing

Bank account reconciliation (L) Customer portal (H)

= &0/6

N ) + Add a card
FAQ service for clients (L)

©® = B3

Automation of late payer handling

Control System Upgrade

-+ Add a card

Q search ® 4=

# Automation = Filter -+ Show menu

Testing

[2] Automatic calculation of the
package total for each account

o2

[2] Automatic calculation of the
Current Sub fields.

o1

-+ Add a card




Safeguarding

» Safeguarding?

* Thinking up what could go wrong
* Where to start?

* How do we go about fixing it?

* How to get the effort and money required?
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Next steps

* Free! Hipster: Health loT device
support
https://lancaster.ac.uk/hipster

* Free!l Team security survey

* Free! Workshop materials to
find the answers for your own
projects.

* https://securedevelopment.org
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Home Workshops Resources Blog Events Team Contact

What software security do you need?
Our mission is to help everyone involved in software development to make that decision

for themsels
) v
Now!



https://lancaster.ac.uk/hipster
https://securedevelopment.org/

