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Overview:

Levels of Static Analysis
— Code, Design, Architectural
Code/Design Analysis
— FindBugs: overview, examples
— Rules: Effective Java, custom FB rule
— Checkstyle, PMD

Architectural Analysis
— FindBugs evolution
— Tool Support, examples

Summary



Possible levels of Static Analysis:

Goal: find, avoid Problems, Increase QA (and measure it)
Micro-Level

— Code

- eg = ==1{},
Macro-Level

— Class-Design

— e.g: by reference, String concat, Exception-Handling
Architecture-Level:

— Layers, Graphs, Subsystems, Compoments, Interfaces
— e.g: Coupling, Dependency, etc...

Tool-support for each level...
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Micro-Level / Code:

Language itself
— Appendix F/ANSI or G/ISO

e Unspecified behavior

e Undefined behavior

e Implementation-defined behavior
e Locale-specific behavior

Usage of Language
— Misplacement
— Omission and Addition
— Unexpected behavior
— Complexity

Developing
Software for

High-integrity
and
Safety-critical

Systems

MISRA-C: 2004

Guidelines
for the use
of the

C language
in critical
systems
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Macro-Level: Design + Codlng Gmdellnes

Effective C+
Second Edigige

50 Specifj
Your Prg
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ffective C #

ecific Ways to Improve Your C#

SIM-NOSIaay 3

Joshua Bloch R

Updated for F Y
Java SE 6 vy

Scott |

Fffective Java | _ C++ Coding Standards

Second Edition

101 Rules, Guidelines, and Eest Practices

Herb Sutter
Andrei Alexandrescu

F

C++ In-Depth Series + Bjarne Stroustrup
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Java: findbugs

=10l x|

& FindBugs - < <unnamed project=>

Datei Ansicht Einstellungen  Hilfe

- 3 En: Covariant equalsd (1)

@ 3 HE: Equal objects must have equal hashcodes (4)
@ 3% 152 Inconsistent synchronization {19

o 3K LI Lnsynchronized Lazy Initialization (1)

@ 3 MF: Masked Field (7

@ 3 MS: Mutable static field 70y

@ 3 NN Naked natify in method (3

@ 3 NP Nl painter dereference (13

o 3 RO Suspicious reference camparisan (1)

& 3 SBSC: String concatenation in loop using + operatar (10)
@ 3 SIC: Inner class could be made static 23

@ 3 Se: Incorrect definition of Serializable class 12

@ 3 Snvl: Serializable class with no Version 1D r39)
T W | 1T el T I R T Y

Field should be package protected

A tratable static field could be changed by maliciows code or by accident. The fleld could be made package protected to avoid this
vulnerability,

. UNIVERSITY OF
FindBugs - hitpifindbugs.sourceforge. netl @ MW
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C++: Visuallint, Integrations of...

-
% Wallpaper Manager - Microsoft Visual Studio

&

File

Edit  View

@-E-Sdd s hn9-0-F

Project  Build Debug Tools

Window Community Help

| Hogoo | qTfé{;!_lev.|-:||d>:;| daidag

Y b Debug - Win32 i ] F REEEE
| Infeodes.ci | Infblock.ca | Inflate.ca | Inffast.c4 | Compress.ca | Uncompr.cii| Gzio.cél | Inftrees.c | Trees.ci) = || Lint Analysis Status -3x
e ; v &3 E Bl [C]Auto-select Project
', I H : -
LEN X RERE 2 BEE QLD G
—5 SE BADCCDE ; oy : -
bieak e zZlib {231 issues; 35% analysed; 2unde -
} Analysis Status:
i File Analysis Status Issues
#endif /* 1SLOW =/
: P DEFLATE.C Underway 105
c—»sub.code.need = c—»lbits; _!_\,”TO = Compl =
GZIO. omplate 80
c—»sub.code.cree = c—>ltree; i N 3 il
I s e {8 INFCODES. C Complste 38
. . _ = iJADLER3Z.C Complete &
case LEN: f* i: get length/literal/ecb next */ |.=_ | : . 8 5 itk
S bk oS e — 4\ COMPRESS.C Complete 2
;EEDBH 233 } ! " @ @ croaze Complete 0
t = g—»sub.code.tree + ((ulInt)k & inflate mask[jl):; DPINFBLDCKC i :
DUMPEITS (t—>bitsa) b ] |_?}INFFAST C Mot analysed nfa
& | d:\Projects\addIns\Visual Lint\Test Solutions\ys 2005\Wallpaper Manager'\CImage ), | lﬂ INFLATE.C Not analysed n/a
1 4 ZIbVNFCODES.C . [@] | ] TREES.C Mot analysed nfa
. Line 121 Mot analysed nfa
Message 616 (Warning) Nat analysed nfa
control flows into case/default L, Mot analysed nfa
z Mot analysed nia
It iz possible for flow of control to fall into a case statement or a default statement =
from above, Was this deliberate or did the programmer forget to insert a break | b
—| statement? If this was deliberate then place a comment immediately before the : ==
=y nalysisRest ctatement that was flagged asin: i ,@yﬁﬁ
N Project: @ case 'zt & = : Complete; Total issues: 38] ;!’
= fall ﬂ'lrough =
Show: E case by at+4;
-~
Order = Categol Mote that the message will not be given for a case that merely follows another &
i case without an intervening statement. Also, there must actually be a possibility st A i
4 | MdInfo e e e by operator ' is confusing. Uy |
5 L\, W T T T TFT TR (de fault
3 j)lnformaﬁon 825 di\Projects’, . \INFCODES.C 121 control flows into case/default without -fallthrough
7 Hi,)Informaﬁon 737 di\Projects\...\INFCODES.C 123 Loss of sign in promation from int to unsigned long
3 j,-‘Informaﬁon 737 di\Projects\...\INFCODES.C 158 Loss of sign in promotion from int to unsigned long
g @J‘Infermaﬁon 737 d'\Projects\. .\ \INFCODES.C 161 Loszs of sign in promotion from int to unsigned long
Ll I | ) - ¥ L | i | »

g Error List

[ Task List [[5] Output|% Lint Analysis Results |

Lﬁ_ﬁsmution Ev:plurerl Lint Analysis Status !

Completed Lint analysis of file d:\Projects\AddIns'\Visual Lint\Test Solutions\WS2005\Wallpaper Manager.CImage\zlib\GZIO.C, 50 issues reported,
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C#: FxCop (Microsoft)

Microsoft FxCop - My FxCop Project”

File Edit Project Tools Help

D E T W% > 2

Targets =H|I35| |A,:twe Excluded In Project | Absent |
TE = .
= Elt‘l Mﬁ" FxCop Project Level | Fix Category Cerainty | Rule ftem

=-[7][8] AbstractType dl
= W] abstracttype dl -
= {} Designlibrany
= [W] % BadAbstract( ;g

95% Mark assemblies wi...

MHon Breaking

L []2® ) MHon Breaking 95% Assemblies should ..
|:‘|¢|; GoodAbstrac ?6 Breaking 99% e
L[] ctor] .-"II__& Breaking 50%
f Breaki %
¥ b N 9% AbL 5iandard | Saving & Comprassion | Speling & Analysis |
S | il | :
L Project MName: |r.,.1}. ExCop Project |
1 message(s) selected
Report Shyle sheet: ||::"-pn:|g|am files microsoft fxcop 1.312e " >ml\FxCopReport Xz | E]

Error, Certainty 99, for "MarkAssembliesWithClsCompl:
[ ] 5hared Project [ ] Apply Style sheet Attempt source file lookup

Target 1 "abstractitype.dll” [(Introspectiol
Resolution i "'AbstractType' shonld be marked 1
i - Save Messages
and its valne shomld be troe. 5 :
Help Do"httpc/ Swww . gotdotnet . comf tean/ X roject: Active | Al Active :r_! Excluded [ Absent
Category DoMMdicroscott. Degsign” [String) Repart: _p,mwe Al Active vl |:|Em|uded Dﬁbserrt
CheckId SomCATNI4AM [Stxring) g
RuleFile ¢ "Design Rules" (String) Report options also dictate console cutput analyzing this project from FxCopCmd.exe
£ | T
| ;;—1—' |— Suspend analysis after 100 | exceptions
dipal | Propertes B —
Disable niles after |_'IE | exceptions

| ok ]| ceneel
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Static Analysis

Analyzes your program without executing it
Doesn’t depend on having good test cases

— or even any test cases

Doesn’t know what your software is supposed to do
— (In general)
— Looks for violations of reasonable programming
— Shouldn’t throw NPE
— Shouldn’t allow SQL injection

Not a replacement for testing
— Very good at finding problems on untested paths
— But many defects can’t be found with static analysis
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Static Analysis

Pros/Cons:
— can help improve code quality
— but lots of improvement still possible and need
— Getting to the point where it really helps

FindBugs as example here:
— Commercial: lint, coverity, QA/C/C++, fortify, CodeTest etc)
— Free: PMD, etc.

Not a stylechecker
— Checkstyle, IDE, astyle
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if (in == null)

try {
In.close (),

Eclipse 3.0.0. M8
What is lurcking in your code ?
Findbugs is looking for simple, stupid bugs




if (listeners =< null)

listeners.remove(listener

sun.awt.x11.XMSelection
JDK1.6.0, b105




public ~ String  foundZ¥pe O
return  this.foundType. (5 ),

j.l.annotation.AnnotationTypeMismatchException
JDK1.6.0, b13 W/
Bug by Josh Bloch, author of Effective EVE

bd

I L
k i




FindBugs:

features:
— GUI (swing,eclipse,netbeans)
— Commandline, buildserver
— Bytecode-level static analysis
— XML-based format for saved warnings

e Handling multiple versions of software
e Tracking warnings over time

focus developing new analyses, empirical studies, etc.

Large user base: test your idea works in the “real world”
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& Properties for findbugs

It';.:'pe filker bext

- Resource

- Builders

- Checkstyle

- lava Buid Path

[#- Java Code Style

[#- Java Compiler

[+ Jawa Editor

- lavador Location
[+ Plug-in Development
o PMD

- Project References
- R.efactoring Histary
- RunfDebug Settings

FindBugs

=10l |

Se e

Iw Enable project specific settings

Confiqure Workspace Setkings. ..

[ Pun automatically, I (alsoon full build),  analysis effart IDeFauIt 'I

Dﬂmﬂmmwmm|%mmewmmﬂﬁmmm|

Disabled detectars will nok participate in FindBugs analysis,

'Grayed out' detectors will run, howewer thew will nok report any resulks to the UL

™ Show hidden detectors

| Detectarid - | Patternis) | Speed | Cakegory | -
AppendingToAnObjeckOukputStrean I Fask Correctness

O eadappletConstructor B Fask Correctness
BadResultSeticcess S0l Fast Correckness o
BadSvntaxForRegularExpression RE Fast Correckness
BadUseOfReturnt alue Ry Fast Codgy
Badlyrverriddenfdapter BOA Fask Correctness
BooleanReturniull MP Fask Bad practice
CallTolUnsuppartedmethod [y} fFask Dodgy
CheckImmutablefnnotation ICIP Fask Bad practice
CheckTypeQualifiers TQ slow Correctne, ..
CloneIdiom _h Fast Bad practice
ComparatorIdiom Se Fast Bad practice
ConfusedInheritance 1 Fast Codgy
ConfusionBetweenInheritedAndOuterMethod 16 roderake Dodgy

O crosssitescripting HRS[%55 Fask Security
DolnsideDoPrivileged DP fFask Bad practice
DonkCakchIlleqgalMonitorStateException IMSE Fask Bad practice
DontIgnoreResulkOfPUEIFAbsent Ry Fask Multithrea. . LI
™ - R s I -1 e

— Dekector details

Restore Defaulks |

©

(04 I Cancel
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i FindBugs: 3.5

Datei Bearbeiten MNavigation Bewertung  Hilfe
Prioritdt | Kategorie | Fehler-Art | < | Class | Fehler-Muster
--ﬁ Equal objects must have egual hashcodes (4) il

--uﬁ Infinite Loop (4)

--ﬁ Mull pointer dereference (31)
--ﬁ Problerns with equals() (4)

--ﬁ Questionable Boolean Assignrment (2
--uﬁ Redundant compatison to null (23
--ﬁ Reqular expressions (1)

--ﬁ Repeated conditional test (5)
--13i'| Suspicious equals() comparisan (99
--uﬁ Suspicious integer expression (30
El{'j\ Switch case falls through (1)
--13i'| Useless control flow (1)

H-CT) Useless self-operation (6)

BH[23) Malicious code vulnerability (3700

B3 Performance (49)

Rl I

-

EHCT) Multithreaded correctness (15) -

unclassified ll

4 nhotationyvaluelmpl.java in org.eclipse.jdt, apt.core. internal, declaration

96

a7

98

99
100
101
102
103
104
105
10a
107
10s
109
110
111
112
113
114
115
1la
117
11s
119
1:z0
121
122

public SourcePosition getPositioni)

{

final MirrorKind kind = _parent.kind():

A3TNode astNode = mull:;

syritch(kind)

{

case ANNOTATION MIERROR:
final dnnotationMirrorImpl anno = (AdnnotationMirrorImpl) paren
astlode = anno.getdiTHodeForElement | _name) ;
bhreak;

case ANNOTATION ELEMENT:
final AnnotationElementDeclarationInpl element =
aztlode = element.getdstNodeForDefault();

default:
throw new IllegalitateException(); // should newver reach this )

[AnnotationkEl

'
44 did not come from source.
if( astliode == null |
return null;
if( _index >= 0 & astMode.getNodeType() == A3THode.AFFAT INITIALI
final ArrayInitializer arrayInit = [ArrayInitializer)astNode:
final List exprs = arraylnit.expressionsi):
if (exprs !'= null && _index < exprs.zizef() |
astlode = [(ASTHNode)exprs.get(_index):
'
if[ astliode == null | return null:

P

=

Suche Yarwarts suchen | Riickwarts su

-

Yalue of astMode from previous case is lost here due to switch statement fall through to throw

Dead store due to switch statement fall through to throw

case.

Avalue stared inthe previous switch case is ignored here due to a switch fall through to a place where an exception is thrown. [tis likely that you forgot to put a break or return atthe end ofthe pre

kit fffindbugs. sourceforge. netf

@EE} UNIVERSITY




Hudson

Hudson = chi-wtp-wst.xml

EMABLE AUTC REFRESH

* Back to Dashboard

Q& Status

Project cbi-wtp-wst.xxml

This is a continuous integration build for the WTP Source Editing =ML related components. & build may occur every half hour if changes have

p—
= Chanaes occurred, Builds are done from HEAD.

ﬁ Workspace

_®pisk Usage: Workspace 371MB, Builds 65MB

Test Result Trend

o : ; Workspace "
*~ FindBugs Warnings Disk Usage Trend
D £VE Polling Log Last Successful Artifacts =
= 300
e — = | ® wst-xml-Automated-Tests- =
|+ Build History (trend) | NZ01004142336 zip & B 50
b & - bwilal
@ #1681 Aprid, 2000 11:33:31 FM ® wstailsDr-Ha0N0d 2 90 2ip B 2 o
® wst-xml-Update-N201004142336.2i0 & 2 100 ==workspace
@ #180 Apri3, 2010 10:06:56 AM L6ME, 2
@ #173 Apri2, 20104:06:22 PM Lems ey s o W =
I_ﬁ Recent Changes = = i =
#1758 Apr12, 2010 2:06:23 PM | | ® = ® t
[*] pr 16MB|
Qo

#177

Apri2, 2010 11:50:35 AM 16MB§

E for all Ea for failures |

Latest Test Result{no failures)

Permalinks

count

® | ast build (#181), 1 dav 3 hr ago
® | 55t stable build (#1813, 1 day 9 hr ago
® | 55t successful build (#1813, 1 dav 9 hr ago

#177
#178
#1789
#1860
#1861

{just show failures) enlarge
m Chuck Morris can salve the Towers of Hanoi in one maove.
FindBugs Trend

#1177
#178
#1749
#180
#181

e




No silver bullets

Static analysis...

— won’t ensure your code is correct or of high quality

Other techniques (more?) valuable
— careful design
— Testing
— Code review



Skim the cream

Find more/faster issues comp. testin

Should be part of your develg

Integrate ink

Establig
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Bug Categories

—Correctness

—Bad practice

—Dodgy code

—Multithreaded correctness
—Potential performance problems
—Malicious code vulnerability




Bug Patterns

Some big, broad and common patterns
— Dereferencing a null pointer
— An impossible checked cast
— Methods whose return value should not be ignored

Lots of small, specific bug patterns,
that together find lots of bugs

— Every Programming Puzzler

— Every chapter in Effective Java
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Analysis Techniques

Local pattern matching

— String.toLowerCase(), don’t ignore the return value

Intraprocedural dataflow analysis

— Null pointer, type cast errors

Interprocedural method summaries

— E.g. method always dereferences its parameter

Context sensitive interprocedural analysis

— Interprocedural flow of untrusted data, injection
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Categories, ranking, use cases:

customize what you want to look at

audit of a newly written module with 1,000 lines of code

scan 1,000,000 lines of “legacy” code

use cases require different tunings
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Infinite recursive loop

Typical bug for CS students

[** Construct a WebSpider */
public  WebSpider () {
w =new WebSpider ();

}

Okay this is (silly) student stuff...
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Number of infinite recursive loops

5 infinite recursive loops in JDK
27 across all versions of JDK,
40+ in Google’s Java code

??? in Eclipse code

??? in your code

org.netbeans.modules.web.monitor.client.MonitorAction

public static void log(String
log ( “MonitorAction .. 7 +S)
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Examples of null pointer bugs

//com.sun.corba.se.impl.naming.cosnaming.NamingContextimpl
if (name !=null|| name.length > 0)

//com.sun.xml.internal.ws.wsdl.parser.RuntimeWSDLParser

If (part ==null] part.equals ("))

// sun.awt.x11.ScrollPanePeer
if (g !=null)

paintScrollBars(g,colors ),
g.dispose ();
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Redundant Check For Null

Checking a value to see if it is null When it can't be null

// java.awt.image.LoopupOp, lines 236-247
public final WritableRaster filter(
Raster src, WritableRaster dst) {
Int dstLength = dst.getNumBands();
// Create a new destination Raster,
/['If needed
If (dst == null)
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Bad Method Invocation

Methods whose return value shouldn't be ignored

— Strings are immutable, so functions like trim()
and toLowerCase() return new String

Lots of specific rules about particular APl methods

— Hard to memorize, easy to get wrong
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Examples of bad method calls

// com.sun.rowset.CachedRowSetImpl
If (type == Types.DECIMAL || type == Types.NUMERIC)
((java.math.BigDecimal)x).setScale(scale);

// com.sun.xml.internal.txw2.output. XMLWriter

try {...}
catch (IOException e) {

new SAXEXxception("Server side Exception:" + e);
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More results:
Glassfish

— 29 ignored return values

— 59 classes with equals() but not hashCode()
— 9 calls to equals will always return false

— 18 statement + 98 branches with NPE

— 10 methods with IRL

Weblogic
— 1166 ignored return values
— 254 classes with equals() but not hashCode()
— 45 calls to equals will always return false
— 35 statement + 98 branches with NPE
— 21 methods with IRL
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_ ACCU

Java SE 6 — mentored developer IISt

Effe Cti ve J ava — Effective Java

Second Edition .
— (Effective C++)

— (Design Patterns)

JOShUﬂ BIOCh Revised and B
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3 Methods Common to All Objects

— Item 8: Obey the general contract when overriding equals
— ltem 9: Always override hashCode when you override equals
— Item 10: Always override toString

— |tem 11: Override clone judiciously

— |tem 12: Consider implementing Comparable
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Item 8: Obey contract overriding equals

easiest way to avoid problems is:
— not to override equals

right thing to do if any of the following conditions apply:

— Each instance of the class is inherently unique (no value)
e Thread

— don’t care whether class provides a “logical equality” test
e java.uti.Random

— A superclass has already overridden equals, _
& & the superclass behavior is appropriate for this class.

eSet implsinherit equals from AbstractSet
(dito List, Map)

Page: 191



Item 8: Obey contract overriding equals

right thing to do if any of the following conditions apply:

— class is private or package-private, and you are certain that
its equals method will never be invoke

e Really certain ?

@Override public boolean equals(Object 0) {
// Method is never called
throw new AssertionError();

}
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Item 8: Obey contract overriding equals

When to override Object.equals () ?

— logical equality that differs from mere object identity
— Value classes (Integer, Date, etc)

— must adhere to its general contract for Object [JavaSE®6]:
The equals method implements an equivalence relation.

e Reflexive: g~ g
e Symmetric: if &~ bthen b~ 3
* Transitive: if &~ b and b~ ¢then g~ c.

e Consistent: multiple invocations of x.equals(y) return same value
e For any non-null reference value x, x.equals(null) must return false.
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Item 8: Obey contract overriding equals

a recipe for a high-quality equals() = method:

— Use == operator to check if argument is a reference to this
object
e |f so, return true . Performance optimization

— Use the instanceof  operator to check if the argument has the
correct type

e |f not, return false
— Cast the argument to the correct type
— For each “significant” field in the class, check matches
e For primitive fields, use == operator
e For object reference fields, use equals ()
e For float/double use Float/Double.compare()
e Arrays.equals
— Watch out for null
(field == null ? o.field == null :
field.equals(o.field))
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Item 8: Obey contract overriding equals

Caveat when overriding equals() method

— Always override hashCode when override equals (Item 9).

— Don’t try to be too clever

e |f you are overly aggressive in searching for equivalence,
it’s easy to get into trouble. E.g. aliasing))

— Don’t substitute another type for Object in the equals
declaration (override vs. overload)
//IMyClass.class
public boolean equals(MyClass 0) {

}
> Consistent use of the @Override annotation

Page: 195



Test Item 8 with real code

Equal objects must have equal hash codes

— Fail: override equals() but not hashCode()
(or other way around)

— Object violating the contract won’t work in
hash table, maps, set, etc

— Examples: (53 bugs in JDK 1.6.0)
— jJava.awt.geom.Area
— jJavax.management.Attribute
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4 Classes and Interfaces

— Item 13:
— ltem 14:
— Iltem 15:
— Item 16:
— ltem 17:
— Iltem 18:
— Iltem 19:
— Item 20:
— ltem 21:
— ltem 22:

Minimize the accessibility of classes and members

In public classes, use accessor methods,not public fields
Minimize mutability

Favor composition over inheritance

Design and document for inheritance or else prohibit it
Prefer interfaces to abstract classes

Use interfaces only to define types

Prefer class hierarchies to tagged classes

Use function objects to represent strategies

Favor static member classes over nonstatic
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Item 13: min accessibility of classes/members

well-designed module ?
— decouples the modules that comprise a system,
— increases software reuse

Java access modifiers

— For top-level (non-nested) classes and interfaces:
» package-private
e public

— For members (fields, methods, nested classes, and nested

interfaces),

e private
» package-private
e protected
e public
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Item 13: min accessibility of classes/members

Rule: always use lowest access level

— consider nested If only used by one other class
— private fields leak into API if class implements Serializable
— protected member is part of exported APIl, must be supported

Instance fields should never be public
— give up the ability to limit the values that can be stored
— no enforcing of invariants
— no control over time of modification (= thread unsafe !)
— no switch to a new internal data representation
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Item 13: min accessibility of classes/members

public static fields ?
— Same as public instance fields. But make them final
— fields should be primitive value or reference to immutable

// Potential security hole! Client/content
public static final Thing[] VALUES ={ ... };

Il Fix ?
private static final Thing[] PRIVATE_VALUES ={ ... |3

public static final List<Thing> VALUES =

Collections. unmodifiableList (Arrays.asList(PRIVATE_VALUES
);

public static final Thing[] values()
{return PRIVATE_VALUES. clone() ;}
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‘When Bad Code Isn't A Bug




When Bad Code Isn't A Bug

/[ com.sun.jndi.dns.DnsName, lines 345-347
If (n instanceof CompositeName) {

I/ force ClassCastException

n = (DnsName) n;

}

/[ com.sun.corba.se.impl.dynamicany.DynAnyComplexImpl
String expectedMemberName = null;
try {

expectedMemberName =
expectedTypeCode.member_name(i);

} catch (BadKind badKind) { // impossible
} catch (Bounds bounds) { // impossible

}

If ( !(expectedMemberName.equals(memberName) ... ))

{
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Other Categories

Bad practice

Dodgy code
Multithreaded correctness
Performance

Vulnerability to malicious code
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Bad Practice

A class that defines an equals method but inherits
hashCode from Object

equals method doesn't handle null argument
Serializable class without a serialVersionUID
Exception caught and ignored

Broken out from the correctness category because |

never want a developer to yawn when | show them a
"correctness" bug
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Dodgy code

Dead local store - a value is stored into a local variable,
but that value is never used

Use of non-short circuit boolean logic
Switch statement fallthrough

Branch where code on both branches is identical
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Multithreaded correctness

Inconsistent synchronization - a lock is held most of the
time a field is accessed, but not always

Problems with wait/notify - e.g., call to wait() not in loop

thread unsafe lazy initialization of static field
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Performance

Unused field

Invocation of Boolean or Integer constructors
Using hashCode or equals method on a URL
final constant field that could be made static
Loop with quadratic string concatenation
Inner class that could be made static
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Vunerability to Malicious code

public static non-final fields
public static final fields that reference mutable objects

Methods that don’t defensively copy mutable
arguments before storing them into fields

Methods that don’t defensively copy mutable values
stored in fields before returning them
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Confusing/bad naming

— Maybe more a “style” issue ?

— Methods with identical names and signatures
e But different capitalization of names
e Override in subclass really ? Overload ?

— Method name same as class name

— -2 resolved by Java5 @Overrides annotation
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Bad naming in Eclipse

package org.eclipse.jface.dialogs;

public abstract class Dialog extends Window {
protected Button getOKButton () {

public class InputDialog extends Dialog {
protected Button getOkButton() {
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Bad naming in BCEL

public int hashcode() {
return basic_type.hashCode();




Read Return Value ignored

— InputStream.read()
— - read into a byte array, return number of bytes read

— Can be less than number requested

— Programmers sometimes fail to check return value

— Example: of GNU Class path XXX todo
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Return Value ingored: e.g. immutable Classes

Operations on immutable objects

// Eclipse 3.0.0M8
String name workingCopy.getName();

Name.replace(‘/’, *.);

Or example: _
— create Thread and do NOT start it

— Create Exception but do NOT throw it
(also in eclipse)




Inconsistent Synchronisation

— Common idiom for thread safe classes is to sync on the
receiver object (“this”)

— Findbugs checks for field access
e Find classes, where lock on “this” is not always (only sometimes)

e Unsnychronized access, if reachable from multiple threads, = race
conditions
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Example: GNU classpath 0.08 java.util.Vector

public int lastindexOf(Object elem)

{

return lastindexOf(elem, elementCount — 1);
}
public synchronized int lastindexOf(Ojbect e, int
iIndex)
{

}
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Ideas:

We do not know the design of the class.
Thread safe of not ?

No STD-Annotation for that
(but there are submissions for that)

So findbugs looks if only 80% are synced.
If yes, 20% may be bugs... ;-)
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Writing new FindBugs detectors

Why?:
— You may find bug patterns in your own code
— OK, write a FindBugs detector

How?
— Inspect bytecode...
— Use “ByteCode Outline” Eclipse Plugin

There are many ways to implement a FindBugs detector

— Often, simple techniques (e.g., sequential scan) suffice
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Basic Approach Algorithm:

Start with a bug (important!)
Write the simplest possible detector

While (not happy && False positive rate )
Refine: improve analysis FP suppression heuristics

Done
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Example Bug

Don’t use String literals for the synchronized blocks!

static private final String LOCK = "LOCK",
void someMethod() {
synchronized(LOCK) {

Real world example from Jetty
If other code synchronizes on same String: deadlock
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Writing a detector

Add test case
Bytecode:
LDC "LOCK"
DUP
ASTORE 1
MONITORENTER

Let’s use opcode stack.
Could also look for bytecode sequence.
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SynchronizationOnSharedBuiltinConstant

public void sawOpcode(int seen) {
if (seen == MONITORENTER) {
OpcodeStack.ltem top = stack.getStackltem(0);

if (top.getSignature().equals("Ljava/lang/String;")
&& top.getConstant() instanceof String)

bugReporter.reportBug(new Buglnstance(this,
"DL_SYNCHRONIZATION_ON_SHARED CONSTANT",
NORMAL_PRIORITY)

.addClassAndMethod(this)
.addString((String)constant)

.addSourcelLine(this));
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Results

Found issue fixed in Jetty-352.

Jetty-352 didn’t fix all occurrences in Jetty (Jetty-362).

Also found occurrences in Eclipse, glassfish, Sun’s JDK,
netbeans, nutch, oc4j, weblogic, websphere

Not bad for 20 minutes work

Page: 223



Bytecode frameworks

Fb detectors are based on bytecode

Frameworks:
— BCEL (http://jakarta.apache.org/bcel/); DOM-like API
— ASM (http://asm.objectweb.org/); SAX-like API

Currently BCEL, future is ASM
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Types of detectors

implementation techniques:
— Inspecting class/method/field structure
— Micropatterns: simple bytecode patterns
— Stack-based patterns
— Dataflow analysis
— Interprocedural analysis

supported by ready-made base classes
and support infrastructure
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More simple rules:

do not require code analysis: e.g.

— classes that override equals() but not hashCode()

— method naming problems
(e.g., hashcode() instead of hashCode())
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More simple rules

-
1] Maming.java &3

it

if

if

if

L L LA Ly

(rlame . equals ("equal™) £& sig.edquals (" (Liava lang/Ckbject; 1271

bugReporter.reportbuy (new Buglnstance (this, "NM BAD EQUAL"™, HIGH I,
JowerPriorityIflDeprecated() ) ;

return;

(rlName . equals (Thashoode™) ££8 sig.ecquals (") I"™)) {

bugReporter.reportbBug (new Buglnstance (this, "NH LCASE HASHCODE™, O
JowerPriorityIfheprecated() ) :

return;

(riame . equals ("tostring™) &£& sig.equals (") Lisvas lang/3cring: "))

bugFeporter.reportbug (new Buglnstance (this, "NM LCARE TOSTRINGT, O
JdowerPriorityIfDeprecated() ) :

return;

[obj.isPriwvate()] || obhj.is3tatic() || mMawe.equals("<init="))

return;
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Stack-based patterns

Micropatterns where the values on the operand

stack are significant.

Example:
— As seen : look for monitorenter on constant String value

Typical implementation strategy:
— Inquire about values on operand stack

— Warn when suspicious instruction sequence/stack values
seen
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Dataflow analysis

Use intraprocedural dataflow analysis to infer

(probable) facts within methods.
— You may need to dust off your copy of the Dragon book.

Examples:
— Find dereferences of null values
— Find field accesses not consistently protected by a lock
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Interprocedural analysis

Summarize method behavior, and use that
summary at each call site

Examples:
— Method parameters that are unconditionally dereferenced
— Return values that are always nonnull
— Methods that always throw an exception
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Caveat

'.'.'

R e T A A L
* =%+ =% =%

Uzing the default Eclipse plug-in settings,

-]
I'tm running FindBugs 1.3.29 on a large project wia hoth the
plug—-in and AiAnt.

Uzing the int task I get 149,

Miz=sing from the Ant report are:

Dead store to local wvariabhle

Nullcheck of a wvalue previouzsly dereferenced
Fedundant nullcheck

Tzeless control flow Lo next line

Method ignores exceptional return wvalue

-]
Can anyone tell mwe:
11
z ]

why int finds fewer bugs than Eclipse

how to find wia Ant the bugs that Eclipse catches.

I get 159 bugs.

Eclip=se

&



Caveat

Bytecode != Bytec de

Eclipse ejc and JDK javac



New Features of FindBugs
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Behaviour Annotations

— Help your friendly static analyzer
— proprietary Annotations in fb and IntelliJ (MS SAL, etc)

— JSR 305: Annotations for Software Defect Detection

— Examples
e @NonNull
e @CheckForNull
e @checkReturnValue
e @Tainted/@Unteinated/@Detainted

— JSR 308: Annotations on Java Types
e ArrayList<@Nonnull String>a = ...
e JDK 7, more flexible
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Computing bug history

Dashboard like
— Keep track when bugs were introduced/resolved
— Historical recorder

Cloud version
— Show this ©

Roadmap ?
— Refactor findbugs itself (see next chapter)
— Client API, multicore analysis, cleanup BCEL, etc
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_loix

Datei Bearbeiten View HNawvigation Bewertung Hilfe

2 4 SchProvider.java in org.eclipse.jsch.internal.core | Wiew i hrowser |
Class search strings: | | k e =
133 1 ]
Priuriti:it| Kategorie | Fehler-Art ‘ (—}| Class | Fehler-Muster 1_34
; 135 A* (non-Tavadog)
|jFEh|9r|:53]| ; 138 * [lzee Drg‘.EC%IJSE.jSCh.CDIE.IJSChSErViCE#CDnﬂECt(CDm.jl:]
¢ [ Hoch (37) 1 187wy
¢ Ij Correcthiess (37) ; 138 public wvoid connect(Proxy proxy, 3tring host, int port, iz
L Ij Bad shift (13 iis tril;rugressﬂunltur monitor) throws JichException !
¥ Ij B USE_Df r.Eturn "a'_“E frnm methnd 2} S . = . : 141 proxy.connect (new ResponsivelocketFactory(monitor, tirn
0y ||:_|:|r1r‘iec_t1:|_:‘rl_3_3{3f, String, int, int, IProgresstMonitor) forgets to throw new cormjer | 4 \
D write(String, Printyvriter) ignores return value of String.trimi 1 1az catch (I5chException e {
o= [ Comparing incompatable types for equality (100 7 144 throw e
o~ [ Equal ohjects must have equal hasheodes @4 145 1
o= [ Guestionable use of reference equality rather than calling equals (13 ] 14a catch (Exception e)
o [ Suspicious integer expression (1) 1 Tay new JSchException(e.getMessage ()]
o= [ Switch case falls through (1) A ; 4
o= [ Useless selfaperatian (5) ; i:i !
o Marmal {16 151 %%
‘l m “ 152 * Search for a.n insT;anu:E.Df IUSEIAL.lthEHt.iCElT.:.DI prowvided I
e : 153 #* [zee org.eclipse.jsch.internal.ui.authenticator. Workbey
Classifyz unclassified = i 154 * lreturn an instance of IUserbduthenticator.
155 Bk
; 156 private IUserduthenticator getPluggedInduthenticator(){ =
First seen 05/28, 2008 14 I | [+]
; Suche Yorwarts suchen Riickwarts suchen
R e bbb b o e e bbb e e b b b b e e b b i e B B bbb i e B B b b i e B o B b b b b e b

connectProwy, String, int, int, IProgressmonitor) forgets to throw new com.jeratt.jsch.SchException{String)

At JSchProvider java:line 147]

In method org.eclipse jschiinternal.core JSchProvider.connect{Prowxy, String, int, int, IProgresshonitor) [£eilen 141 - 1449]
Called method new com.jcraftjsch.JSchException{String)

ek e T T S A T T S o T T e o o T T e o T o e T S T T e o o T o T ot o e o e o S o e o T e e e o P S e e o T e S o S e e e e S
Exception created and dropped rather than thrown

Thiz code creates an exception (or error) object, but doesnt do amything with it. For example, something like =
it o= 1) i
new legalArgumentExceptionx must be nonnegative"); =
1+ FENT L L [V I itent of e [T | e e e ] e Tl 1 Y L 158 E LI | i

UNIVERSITY OF
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i x

Datei Bearbeiten View HNawvigation Bewertung Hilfe

2 4 RemoveFromWorkingSetAction.java in org.eclipse.debug... | Wi In browser |
Class search strings: | | k ” ; ; : B E -
42 BreakpointContainer container = null; ==
— = 43 fori{int i = 0; i < items.length; i++) |
Prlurltat| Hategur|e| Fehler-nrt‘ (—}| Class| Fehler-Muster 44 SR EREE L [ gt DatAl) nstaneseE ThreaRpoIne]
¥ LI Hoch i37) - 45 breakpoint = [IBreakpoint] items[i].getData
[ Correctness (37 : A6 container = viewer.getRemovableContainer (ite
o~ [ Bad shit (13 a7 if{container !'= null) !
o= |j Bad use of return value from method (2 43 container.getlrganizer (). renovebreakpoir
% [ Comparing incompatable types for equality (103 43 '
rj Call to equalsd comparing different types in addText{String) <a }
[ [ca to equaleq comparing unrelated class and interface In updateSelect = E; , }
rj Call to equalsd comparing different types in getRangeModed ;3
|j| Call to equals) comparing different types in gefTypeld(Type) 5d /% [non-davadac)
[ callto equalsg comparing unrelated class and interface in displayResul 55 * [@zee org.eclipse.ui.actions.BaseSelectionlistensricot]
D computeClasspathEntriesiMinstall, IJavaFProject, String) uses equals to— E6 Wk | |
|__°‘| Callto egualsd comparing unrelated class and interface in setRemoteR 31 protected boolean updateielection(Iitructuredielection :
[ callto equals( comparing different types in validateUnigueMapping(Cy 58 Dbject element = selection.getFirstElementi]):;
[y call to equals( comparing unrelated class and interface in testworkben 59 if(element i“tmeuf Breakp'?'intc':'ntainer] !
rj Call to egqualsd comparing different types in dynamithandbyStateChangE 22 ) TR RO EE N LO R SINER), R AelEn b IR Thatg S
Lo T e e 62 return false;
Classifyz/unclassified N - | ‘3:3 H
L 641 |
; 65 -
First seen 09728, 2008 k1 I | |
| | Suche Vorwarts suchen Riickwaérts suchen
b b b b b b b b b T B b bbb b e B B b b b B b b o P B A e b e P b e
Call to equals( comparing unrelated class and interface in updateSelection{lStructuredSelectian el
At RemoveFromiWorkingSetaction. java:[line 0] T
In method org.eclipse.debug.internal.ui.actions. breakpointGroups. RemoveF ramiWorkingSetaction.updateSelection{lStructuredSelectian) [Zeilen 58 - 6] P
Actual type String ]
Expected arg.eclipse core.runtime. [Adaptahle =
ek e T T S A T e T S o T T e o o T T e o e S T o T e o o T T ot T ot o o o o S o e o o o e s e S o e T e o e o S T o A e e S S
Call to equals{) comparing unrelated class and interface &
Thiz method calls equalsiObject) on two references, one ofwhich is a class and the other aninterface, where neither the class nor any of its non-abstract subclasses implement =3
the interface. Therefore, the objects being compared are unlikely to-he members ofthe same class at runtime {unless some application classes were not anakzed, or dynamic
class loading can occur at runtime). According to the contract of equalsg; objects of different classes should always compare as unequal; therefore, according to the contract E
rlefimeae] i T 1 + metemle ST L LN Y ¥ lt =f Hai P e B ill I b Fal + rriemdize
486 issues synchronized with database @ N ATV A N




@ FindBugs:

Datei Bearbeiten View HNawvigation Bewertung Hilfe

=10l x|

Class search strings: | | ;Bus;dndicatur.java in org.eclipse.swt.custom | Wiew i hrowser |
& & Shell[] shells = display.get3hells(): =
Priuriti:it| Hategurie| Fehler-nrt‘ (—}| Class| Fehler-Muster o B RE T =.D; 1< ShEllS'lengthf. i o
(s Integer id = (Integer)shells[i].getData(BUSYID NAME
3 Fehler (53) 63 if (id == null] {
[ Ij Hach (373 64 shells[i].setlursor (cursor);
¢ [ corectness (37) 21 shells[i].setData(EUSYID NAME, busyId):
o= [ Bad shift (13 EE '
o= [ Bad use of return value from method (2 Eéi '
=[] Comparing incompatable types for equality (100 5 try {
o= [ Equal ohjects must have equal hashcodes (4) M runnahle. run( ) ;
%[ Guestionahle use of reference equality rather than calling eguals (1) ; Tl } fimally !
[ [Buspiciqys comparison of Integer references in showihilaDisplay, Runng | 72 shells = display.getShells();
@ljﬁuspicinus mlegere}{pressinn i1 73 for (int i = 0; i < shells.length; i++)
& Ij Switch case falls thraugh (1) 74 Integer id = (Integer)shells[i].getData(BUIYID I
o= [ Useless selfoperatian (&) L kT hl_mYId] !
e Ij Marmal ¢16) 76 shells[:!.] LSetlursor (null) ; =
7 ghells[i].setData (BUSYID NAME, null):
78 1
74 1
R N N A AN A AL e LM ey 3
Classifiz unclassified - :Z :;
| 83 ]
Firstseen 1107, 2001 14 I | [#]
; Suche Yorwarts suchen Riickwarts suchen
b b b b b b b b b T B b bbb b e B B b b b B b b o P B A e b e P b e
Suspicious comparison of Integer references in showtWhiledDisplay, Runnable) bl
At Busylndicator java[ling 74] 3
In method org.eclipse. swt.custom. Busylndicator showAhiledDisplay, Runnable) [Zeilen 47 - 81] 2
Actual type Integer
Walue loaded from husyld =

e T T T L L o o o o o T o o o o o e T o 1 o o o o o o o S o o o

Suspicious reference comparison

java lang.Integer, java.lang.Float, etc.

Thiz method compares two refarence values using the == or l= operator, where the correct way to compare instances ofthis type is generally with the equal=s) method. [tis possible to
create distinct instances that are equal hut do not compare as == since they are different objects. Examples of classeswhich should generally not be compared by reference are

486 issues synchronized with database
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4% FindBugs: i = I I:Ilﬂ

Datei Bearbeiten View HNawvigation Bewertung Hilfe

= 4_|nnnutatiun‘-.faluelmpl.java in org.eclipse.jdt.apt.core.internal.declaration Wiew in hrowser |
Class search strings: | | B a0 =
— = 95 [3uppressVarnings ("unchecked™) /7 DOM A3T AFPI returns raw collections
Prlurltat| Hategurle| Fehler-nrt‘ (—}| Class| Fehler-l‘u‘luster| _ 2 " L
i 96 public SourcePosition getPosition()
[ Fehler (53) - {
9 Ij Hoch {37) 93 final MirrorKind kind = parent.kindi):
o [ Correctriess (37) 133 ASTD]'::EEE_‘S;HD&E L
o [ Bad shift (13 i Tmc A
& [ Bad use of return value from method (2) : iD; e R
& [ Comparing incormpatable types for eguality (10) 103 final AmmotationMirrorImpl anno = (dnnotationMirrorImpl) parent;
o ] Equal ohjects must have equal hashcodes (4) i 1o4 astlode = anno.getdSTHodeForElement| hame)
o= [ Questionable use of reference eguality rather than callin §§ 105 break; —
o= ] Suspicious integer expression (13 106 case ANNOTATION ELEMENT: 1
- |j8wit|:h case falls thraugh (1) 107 final AnmotationElementDeclarationInpl element = [(AnnotationEleme
BFE[UE'DfaStP\I_DdE fram ﬁjreuii:_tus_'céiﬁe_'l'_s'Idst'here_'due 108 astliode = element.getistlodeForDefanlti);
i 1 )
o= [ Useless selfaperation (5) i ~u g ; " "
110 throw new Illegal3tateException(): /7 should never reach this pol
o (= Normal (1) o Ry
112 F4 did not come f£rom Source.
“l M “ ; 115 if{ astlode == null )
T TR T A S R R S R S R R R R S R S S R R R S R S R S R SRR S R 114 return null;
Classify: unclassified R 115 if[ _index >= 0 && astlode.getNodeType () == ASTNode.ARRAT INITIALIZER
i 1186 final ArrayInitializer arrayInit = [ArrayInitializer)astlode;
: 117 final List exXprs = arraylnit.expressionsi(): e,
4] Il | [¥]
First seen DGB/29, 2006 i ; = = ™
S | | Suche Vorwarts suchen Riickwarts suchen
il L T T e T T T T D I T TR D T e T e T T T T e T D T D T T T T T e D T D e DE T ....................................................................................................................................................................................................................................
Yalue of asthode from previous case is lost here due to switch staterment fall through to throw
At Annotationvaluelmpl.java:[line 110]
In method org.eclipse jot.apt.core internal.declaration. AnnotationValuelmpl.getPositiond [Zeilen 92 - 126]
Local variable named asthode
ek T T o T o T e e T o e o e o e o s e e e e e e e o s e o S o e e e e e S S
Dead store due to switch statement fall through to throw
Avalue stared in the previous switch case is ignored here due to a switch fall through to a place where an exception is thrown. It is likely that you forgot to put a break or return at the
end ofthe previous case.
r UNIVERSITY OF
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3i Bearbeiten View HNavigation Bewertung Hilfe

i 4 ProjectHelper.java in org.eclipse.ant.internal.ui.editor atils | Wi I brmies ot
5% search strings: | | E 7 : =
554 Aéwill not reflect classpath changes that effect which XML parser|™
e 5 555 Sisee bug 59764
L | #atboe | FERNEE it | H| s | A | 5EE //¥MLReader parser = JAXPUtils.getNamespaceXMLEeader () ;
- |j Mull pointer dereference (1113 ] 557 ¥MLEeader parser = getNamespacexMLEeader():
[ Methad call in parse(Project, Object, ProjectHelpel 358 if (parser == mull] {
EI Passible null painter dereference afvalue in verify = 559 throw nmew BuildException(ProjectHelperMessages.FrojectHelper
E‘| Possible null pointer dereference of result in newk | il ; ) )
; ] ¢ g Sel String uri = null;
|j| method call in errorDialoa(Shell, String, String, Thi e if (buildFife (= null)
[ Method call in errorDialog(Shell, String, String, 15t: 563 uri = getFileUrtils().tolURI (buildFile.getibsoluteFath()];
D Foszsible null pointer dereference of LaunchSuspe 554 1
E‘| Possible null pointer dereference oftable in concs 565 Q
E‘| Fossible null pointer dereference of tahle in printT SEE if (uri !'=s null) {
D Possible null pointer dereference of resulthin in in 567 inputiource. setdystenldiuri) ;
E‘| mMethod call in intersect®ersionRange, YersionRa ek '
D Method call in checkException{URI, int) passes ny obh 3 ] ; a
: : . 570 context.setBuildFile (buildFile) ;
E‘| mMethod call in checkException{URI, int) passes nu = ||
E‘| Method call in restoreFromPreferences( passes t?; nanserscbbinbeki i e s e e 1=
7 ! F'nqcclti'llp null kininter dereference of s in et .clsL.E:i_ £ parser.setEntityResolver (handler) ;
........................................................................................................................................ 574 parser.setErrorHandler (handler) ;
sify: unclassified i 575 parser.setDTDHandler (handler) ;
576 parser.setProperty("http: //xnl. org/sax /properties/lexical -handler
577 —
-seen 0629, 2005 [ | ¥
| Suche Vorwiérts suchen Riickwirts suchen
hod call in parseiProject, Object, ProjectHelper2ERootHandler) passes null for nonnull parameter of org.apachetools.anthelperAntMLContext. setBuildFileFile) |
hod invoked at ProjectHelper.java:[line 570] L
1ethod org.eclipse.antinternal.uieditor.utils. ProjectHelper parse(Project, Ohject, ProjectHelper2fRootHandler [Zeilen 527 - 598] i
led method org.apache tools.anthelperAnt<MLContext setBuildFiledFile) |
Ament 1 might be null but must not be null =

thod call passes null for nonnull parameter
s method call passes a null value for 3 nonnull method parameter. Either the parameter is annotated as a parameter that should always be nonnull, or analysis has shown that it
ahways be dereferenced.

i Fehler ausgeblendet; 186 issues synchronized with database
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Findbugs, JDK
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4% FindBugs: e _Iﬂlﬂ

Datei Bearbeiten View HNawvigation Bewertung Hilfe

2 4 ConfigFilejava in com.sun.security.auth.login | Wi In browser |
Class search strings: | | Kk 2 } } } } } } . a
: 96 private HashMap<3tring, Linkedlist<{ippConficqurationEntry>> conficuration; [T
21 rivate boolean expandProp = true;
Priuriti:it| Hategurie| Fehler-nrt‘ (—}| Class| Fehler-Muster j 3 " i ¥
: 9a private URL url:
T [Ireorrmmarn p.2-ag 5 gg
¥ Ij Cmrecmes? ':23_:' _ 1 100 private static Debug debugConfig = Debug.getInstance ("configfile™); =
I |j Comparing incompatable types for equality (11) 101 private static Debug debugParser = Debug.getInstance ("configparser™);
o [ Suspicious hitwise logical expression (1) il 1oz
o= [ Suspicious calls to generic collection methads (1) 103 P
- |j Lininitialized read of field in constructar (107 104 * Create a new <codexConfiguration</code> object.
[ Uninitialized read of wrapper in new Contextimp - i}
[y Uninitialized read of _ishainFile in new JARDes | | 10° e Londagis Leblo A
[ Uninitialized read of url in new ConfigFileq | i i
rj Uninitialized reaf.of context in new Linkinfalmpl 1 i il
L 1}5 MG 109 t catch (IOException ioej |
|j| Uninitialized readof breakiterator in new DocEn)_ 110 throw (SecurityException)
D Uninitialized read of executar in new Endpaintlr i 111 new SecurityExceptioni{ice.getMessage()).initCause (ioe) ;
|j| Uninitialized read of imageOhserer in new Ima, | | 112 1
B Uninitialized read of imagedbsemner in new [ma §§ 113 )
[ Uninitialized read of m_trie_in new UCharacter -1 114
4] il | DN s ko
N g ey 116 * Create a new <codexConficuration</code> object from the specified TRI.
Classifzunclassified 1 117 ¥
118 * [param uri Create a new Configquration object from this URI.
i 118 4 ==
Firstseen 1213, 2006 4 I [ [*]
: | Suche Vorwarts suchen Riickwaérts suchen
.‘,_!’ ____________________________________________________________________________________________________________________________________________________________________________________ e e b e b b s e e e s S s i e i e e e s s S s s e s i e s P
ninitialized read of url in nesw ConfigFilad
At ConfigFile java:[line 108]
In method new com.sun.security. auth.login.ConfigFiled [Zeilen 106 - 113]
Field com.sun.security. auth.lagin. ConfigFile.url
ek e T T S A T T S o T T e o o T T e o T o e T S T T e o o T o T ot o e o e o S o e o T e e e o P S e e o T e S o S e e e e S
Uninitialized read of field in constructor
Thiz constructor reads a field which has notyet been assigned avalue. This is often caused when the programmer mistakenly uzes the field instead of one ofthe constructor's
parameters.

ﬁ-‘ UNIVERSITY OF
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_loix

Datei Bearbeiten View HNawvigation Bewertung Hilfe

2 1 UPEGImageWriter java in com.sunimageio.plugins.jpey | Wiew i hrowser |
Class search strings: | | K i
| 1578 retwal = JPEG.JC3 ¥ChCr: =
Priuriti:it| Hategorie | Fehler-art ‘ (—}| Class | Fehler-Muster b !
il lssd break;
|_| o UTI.TIII. -DII:II.EU LR s l..l:l.-:l :IIIEGHUUHUIEU : 1581 Case CDlDrSpaCE.TYPE_Sl:LR:
rj 32 hitint shitted by 32 bits in swaplonglong) §§ 1E82 if {cs == JPEG.ICS.get¥CC()) |
o= Ij Bad use of return value from method (123 1583 if (alpha) {
o [ Comparing incompatable types for equality (53 || °| 1584 retval = JPEG.JCS TCCA:
o= [ Confusing method name {23 §§ 1535 1 else |
o= ] Incorrect definition of Serializable class (2 §§ 1586 retwal = JPEG.JCE _YCC;
o [ Suspicious calls to generic collection methods (13 o Lso7 H
o= [ Suspicious integer exprassion (&) M| 1oss }
= = :
o [ Switch case falls through (4) 1585 case Coloripace.TYPE_CHMYE:
Eﬂs" I Freal o prenon J e 1590 retval = JPEG.JCS YCCKE:
‘lue of reteal from previods case |5 pvanwritten | 1591 Yol s
|j| Yalue of retval from previous case s Ioéerwritten i 159z )
D Yalue of retval from previous case is ovenwtitten) | §§ 1593 !
|j| Value of SAXImMplENamespaceWildcarditerator. 1594 return retval;
o= [ Useless selt-aperation () §§ 1595 1
¢ 3 Marmal (23) =l 1598
‘l M | |"|_ 1597 private hoolean isiubsanpled(30FMarkerSegment. Conponentipec [] specs) ! -
N g ey 15935 int hsanpl = specs[0].HsamplingFactor: 1=
Classifyz unclassified = 1599 int wsanpl = specs[0].VsamplingFactor:
| leoo for (imt i = 1; i < specs.length; i++) {
: 1601 if ([(specs[i].HsamplingFactor !'= hsampl) || e
First seen 09/26, 2007 4 I | [*]
§§ | | Suche Vorwarts suchen Riickwirts suchen
b b b b b b b b b b b b b b B B b b b B b o P B S D b R P b b

Value of retval from previous case is overwritten here due to switch staterment fall through

At IPEGImagehyriter java:[line 1590]

In method com.sun.imageio.pluging.jped. JPEGImagetiriter. getDefaultDestCETypeiColorodel) [Zeilen 1559 - 1594]
Local wariahle named retval

e T T T L T o o T o o A o o o o o o o o o e o o o o o o o o S o o o

Dead store due to switch statement fall through
Avalue stored in the previous switch case is averwritten here due to a switch fall through. His likely thatyou forgot to-put 3 break ar return at the end ofthe previous case.

ﬁ-‘ UNIVERSITY OF

-
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@ FindBugs:

=10l x|

Datei Bearbeiten View HNawvigation Bewertung Hilfe
g 4 MMLWriter.java in com.sun.2mlinternal tzw?2. output | Wiew i hrowser |
Class search strings: | | E = = - - - =
923 public woid endEntity(3tring hame) throws 5AXException ! =
Priuriti:it| Hategorie | Fehler-art ‘ (—}| Class | Fehler-Muster ng '
[T #Zamint shifted By 2 0Is 1N readDounied] 2| aze public void startCDATA}] throws SAXException {
[ 32 bitint shifted by 32 bits in swapLongflangy | | [  a27 try |
o[ Bad use of return value from methad (12 =2 2za if (!startTagIlsClosed) !
[_j newHEMLFilterTemplates) forgets to throw new | D29 write('=']:
[ newsMLFilter(Templates) forgets to throw new | - startTaglsClosed = true:
rj parseCatalogFileString) ignores return value o1= §§ 931 }
rj updateObject{int, Object, infy ignores return valu : Pz If]rite e
T o e 8933 inCDATA = true;
[y [startCOATAD fargets to throw new org.xml 2% 5 e , ikl bR w
|j| add{Bigd@:imal, mathZontext) ignores return va 935 new SL¥Exception(e)
D divideAndRoundd{ong, Biglnteger, long, Biginteg o35 1
D divideTolntegralalue(BigDecimal) ignores retu 237 1
[_j divideTolntegralalue(BigDecimal, MathContexd o938
[ stripTrailingZeros( ignores return value of strip] B39 public woid endCDATA() throws SAXException {
E‘| setResultSetBlockSize(String) innares return va 3 340 try |
[} testFile(String, String) ignares return value of St~ - 2 in'_:DATA = e,
< | m | | "|_ 042 write (" ]1]=") :. =
e 2 943 + catch (I0Exception e) [ —
ClassiFlinelassiiod e 944 throw new SiXException(e]:
| w4s 1
)| 946 1 ==
First seen 09/26, 2007 4 Il | [*]
| | Suche Vorwarts suchen Riickwirts suchen
b b b b b b b b b b b b b b B B b b b B b o P B S D b R P b b
stantCDATAD forgets to throw newe org.xmil.sax SAXExceptioni{Exception)
At MUWTiter java:[line 935]
In method com.sunxmlinternal baw2 output XMLWriter stantCDATAD [Zeilen 928 - 937]
Called method new org xml sax SAKException{Exception) [Feilen 96 - 98]
ek e T T S A T T S o T T e o o T T e o T o e T S T T e o o T o T ot o e o e o S o e o T e e e o P S e e o T e S o S e e e e S
Exception created and dropped rather than thrown =
Thiz code creates an exception (or error) object, but doesnt do amything with it. For example, something like =
it o= 1) |5
new legalArgumentExceptionx must be nonnegative"); =
1+ FENT L L [V I itent of e [T | e e e ] e Tl 1 Y L 158 E LI | i
526 issues synchronized with database @ R LAR AR oy
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Software-Architecture: Definitions

IEEE 1471-2000:

— The fundamental organization of a system,

— embodied in its components,

— their relationship to each other and the environment,
— and the principles governing its design and evolution.

Kruchten: captured in two documents:
— Software Architecture Document
— Software Design Guidelines

Page: 247



Architectural Erosi







Architecture Erosion ALWAYS happens

— Time pressure leads to abbreviations,

— Prototypes become products
— Hacks. Architectural restrictions are ignored

— Lack of understanding the “should architecture”
leading to extensions and modification which obey
only micro- and macro architecture. (e.g. outsourcing)

— impossible to detect manually architectural violations
in a nontrivilal software system



Architectural Erosion

“Sometimes the developers manage to
maintain this purity of design through the
initial development and into the first release.

More often something goes wrong.The
software starts to rot like a piece of bad
meat”.

Uncle Bob: “Agile Software Development”



Aim of Architectural Analysis

-Findbugs

do codelevel lints care about architectur
Is there a architecture ?

Is there a erosion ?

Do AA-Tool work well ?

unnamed projec

Datei Ansicht Einstellungen  Hilfe

Nach Fehlertyp

& 3 Eq: Covariant equalsg (1)

- 3 HE: Equal objects must have equal hasheodes (4)
& 3 152; Inconsistent synchronization (15

o 3 L Unsynchronized Lazy Initialization (1)

@ 3 MF: Masked Field (7)

@ 3 M3: Mutable static field (70)

& 3 NN Maked notify in method (8)

© @ MP: Null pointer dereference (1)

@ 3 RC: Suspicious reference comparison (1)

@ 3 SESC: String concatenation in loop using + operator (103
& 3 SIC: Inner class could be made static (23

@ 3 Se: Incorrect definition of Serializable class ¢12)
@ 3 Snvi: Serializable clagss with no version D {35)

Fou N RN N R demldl 71

-

Einzelheiten

Field should be package protected

A mtable static field could be changed by malicious code or by accident. The field could be made package protected to avoid this
vulnerability.

e

UNIVERSITY OF
FindBugs - hitp.findbugs. sourceforge.net! @
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Findbugs: the first years

2 findbugs 1

TV
P =74 L L7
B2 wvisitclass [ ba
"8
4 W
i graph

0.7.2
(03/2004)

2 ml B3 config B3 plan

. T H
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"y a oW e
i io B findbugs
T T g
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&= s = -~ 1
B xml B wvisitclass 22 ba
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! .K 143 ! i
ig i 4w W
i 54 B4 graph
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. 1 S2
B W &
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0.8.6
(10/2004)

Page: 254



irst years

the f

Findbugs

B3 anttask

p=l
b
_ [
ol =
L (]
[=]
w JREE
=]
=
r
T 8,
o
[=
m
= F
[=]
=
................... o
c —
B R >£
o o
a prm >5
. - "
. &
* . m l.ﬂ.ﬁ. m:._ v
WF A E
. ry m i=l
. A v} 0 7 )
W So@® o]
n =} -7 o+ .“m..
= s S | [SONVRPERR. S . =
= O - c
g _ 5 .09 B~
g --"> g m
"
B ;- uumm
A = R &
R ir'=] v #
. g m
N .__., -
™ I

# annctations

0.8.7
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Findbugs 0.8.7: Architectural Analysis

£
=
5

88 props &2 il
T _:‘- .2 ..____.'

Tangle of 2

B corfig

1
1
1
1
1
1
1
1
1
1
:
| |
8 na 1‘!‘} 13
i
1
1
1
1
1
1
1
1
1
1
1

1
1
!
i i
1 1
1 1
1 1
1 1
1 1
1 1
1 1
1
PP |
| i W -
Ib1 i 4 findbugs
| i
i i 109
I I T
1 1 “ iy
1 1 =
1 I . at
oy 5 v
! 4 ba b B2 visitclass B
\ 1 =, A 1
DT, e i

4 voE iz

8 graph i K

2 :
Nowv

E} annakations

Fromn: IEII.EIS.ZDDS vl Tao: IDl.DS.ZDDS j Id"i Messages, authors and paths

Revision | Actions | Author | Dake | Message il
37E gl daweho  22:20:33, Sonntag, 6, Marz 2005 Eliminated some inadvertent autoboxing.
3715 gl daveha 22:11:19, Sonntag, 6. Marz 2005 Added getUserPreferencesFilel). Modified ko use I0writeF
krak + daweho  22:10:25, Sonntag, 6. Marz 2005 Initial checkin
3713 daveho Z1:42:31, Sonntag, &, Marz 2005 leed copying of Flndbugs jar and beel.jar,
Tz daweho  21:37:12, Sonntag, 6. Marz 2005 i ign now that DeteckorFactory no longer
3711 daveho 21:33:02, Sonntag, &, Marz 2005 Temporary hack
3710 gl davehao 21:31:16, Sonntag, 6. Marz 2005 Detectars are no longer egdbled;disabled by setting an ena
709 &l daveho  21:14:05, Sonntag, 6, Marz 2005 = meElded serialversionUID
3705 gl daveha 21:13:07, Sonntag, 6. Marz 2005 .ﬂdded serialversionlJID —
3707 daweho  21:10:09, Sonntag, 6. Marz 2005 add serialversionUID

| 3706 & I:Ia\-'elha 19:45:55, Sonntag, 6, Marz 2005 Modified clonel) to call super.clonel), and to use generic by, "I

L] 3

Detectors are no longer enabledf/disabled by setting an enabled
field in the DetectorFactory. Instead, an instance of UserPreferences
records which detectors are enabled/dizabled.

Action | Path | Copy From path | Revision |

Modified  ftrunkffindbugs)srcfiavafedufumdfcs/findbugsDetectorFactory java
Mndlfled II'trLInk,l'Flnl:":ll.lgsII'SI’I:II']a\.-'aII'E.'dLI,I'LII'I'ldII'ES,I'FII‘ldbl.lgs,l'DE:tE:CtClrFal:tl:lr'y'CD||E:Ctll:ll'| java

Mudlfled ftrunkffindbugs/src ]a\-’allledl.l,llLIITIdII'ES,I'FII'IE"JLIQS,I'IIII'IFIgII'PrD]EEtFﬂtErSEttII'IgS java
Modified  ftrunkffindbugs)srefiavafedufumd o findbugs config/UserPreferences. java
Modified  ftrunkffindbugs/srcfjavaledufumd fics/findbugsfguifdnalysisRun, java

Modified  ftrunkffindbugs)srefjavafedufumdcs ) findbugsiquifConfigureDetectorsDialog. java
Modified  ftrunkffindbugs/srcfjavafedufumd fcsfindbugsiguifFindBugsFrame. java

Showing 438 revision(s), from revision 3647 to revision 4034 - 1 revision(s) selected,

[¥ Hide unrelated changed paths Statistics
- Stop on copyfrename
[~ Include merged revisions Help

Show Al | v| et 100 Refresh

i

#" Log Messages - http:/ /findbugs.googlecode.com/s¥n - |EI|5|
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Wellcome crappy architecture...
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We can do worse...

B workflow

B8 props

B4 wisitclass
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We can do MORE worse...

 detect
- e | S
Pt | 1337
. W
B asm s
e

]
1
i
e I 1
H Lr8 "0".5_::3_:“—”"_ -
11 I 8 config - (183

" slice selector

125 ocope: ) rook

S ——.

Level | # | ¢ | 1 |

Can, ) 37
e T |2 Design level 3 2 100% 0%
7 |22 Design level 2 28 96% Yo%
1|E2 Design level 1 31 97 T7%

B8 Leaf package

1Q|

‘%g*' Clusters (5) Tangles{ltl]ll

i Tterm #Parents
i 1_:::_'_;___.;:;} N P S immrmemsmsmmmsmsCgESSRmT T E SRR -
Tangle of & 1
Tangle of 3 1
Eae 358 s
e - Tangle of 3 1
ey —— Tangle of 3 1
raph e 268
o ';.II 3 i Tangle of 2 1
2 Tangle of 2 1
4 W -
B annotations Tanole of - 1_ —1mT
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Findbugs: and the next level of checking ;-)




Findbugs 1.2.1: Architectural Analysis

Diagram 1

Violations
B m B annotations. B guizl B props) B anttask (B3 asm [ BR bcel BB plan Source Target #Violations
ﬂ“. _,-.--""‘-.} sourceViewer guiz 7
B qui ol B zourceviewer ,-"'"FF' B workrlom findbugs plan 37
-__"“‘u,,““ y— findbugs gui 7
a— findbugs madel 30
' | fin::lbug; filter findbugs 36
d.--‘"_}__.—-"? 7 (‘*m‘_"‘--‘b classfile findbugs 12
B filter ':,-""FP e -:Iarssfile “‘*“ ) B config config findbugs 19
éhh“h = ba findbugs 99
& io @ ba ba classfile 7g
E util ’ E vizitclazz E graph E xml util findbugs 2
Total 327

Description: Subsysiem breakout for ‘edu wmd.cs findbugs”
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Modeling Subsystems:

Sutuarc M3 5- flndhug52l]l]9l]415 121 @ Iucalhust Default' Advanced Mode
Sobowe projests MedelSet Qptions Bt e
F'-fthitE'IE'-le | RESU'—'C“—'"E':I Code \%IDD Mot Color Modes _:l flShu:uw &l References i[ ) | o™ ]Uﬂﬁﬁfﬁﬁﬂﬁgﬂﬂdﬁi@ﬂl

...... I Base (pekgs: Java packages) | i — .
G 2l alm] al e o] @)| x| m——————]

BED) _
5 O PACKAGES (Java packages)
8 O edu

ations of Selected Modsl

| oo p || Description
L M | Fllter nodes l{]ust hlde]l ]...

Elénet .
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Modeling Subsystems:

r_.-ffﬁutuarc M3.5 - findbugs20090416_121 @ localhost - Default - Advanced Mode = |EI|£|
Sotoarc  Projects  Model Set Opkions  Extras  Help
i 4
Architecture | Restructured Code > ID::: Mok Color Nodes LI |Sh|:|w All References _j ) | ™ |Llndc:,l'Reu:h:| (Madeling)
Cyles | Metrics :
Criginal Code Models

<]

------ L Base {pckas: Java packages)
| a|m| &S| 52
B/
[ fh.asm
H O fbbeel
[ fbml
Ll fhoprops
ey O fhworkflow
©perations of Selected Madsl O b modsl
Drescription = O fl.plan
L M |~ [Filker nodes (ust hide) . .. 5 [ fhoutil
L M | o iCreate unrestricted subs... [ fhfilter
™ " Createth Findbiine' e E T fb ranfin
Create unrestricted subsystems prefixed with fb.' beneath '
- conkent patkern '+ fPACKAGES edufumd/cs Findbugs /(*)
- base set ##
- N privacy patkern
Resulting sibling order
- 'Ifb.asm'
- 'Ifb.biel
- ffb.ml
- 'Ifb.props'
- IFboworkFlow'
- 'Ifb. model
- 'Ifb.plan’
- il ackages) 4]
- 'Ifb.Filker'
- 'Ifb.config’
- 'Ifb.ba’
- 'Ifb.classfile’
- "Mfb
- 'Ifb . visitclass'
- 'Ifb.araph’
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Modeling Subsystems:

" sotoarc M3.5 - findbugs20090416_121 @ localhost - findbugs_121 - Advanced Mode =10] x|
Sotoarc  Projects  Model Set Opkions  Extras  Help
Architecture | Restructured Code : ID::: Mok Color Nodes LI |Sh|:|w &l References _j il il Unda/Redo (Madeling)
Cyles | Metrics :
Criginal Code Models H
------ I Base (pckogs: Java packages
promeesiar | &) alm|| & x| v =] x|
B/
=& 0top
= [T foasm
M [ o beel
[ fml
N & [ faprops
Opératiuns.DF-Selected Madel E g ﬁ:glr?:utatiuns
5| | s Drescription =[O fg.anttask
L M | Filker nodes {just hide) ... EEIEI%-“U% T
L M | . |Create unrestricked subs... S model
L M | . |Create fh.findbugs' {unr... = B model
L M | |Creakte 'util' {layer) bene. .. B & find bugs
L M | |Create io-ba' {layver) ben... El [ o findbugs
L M | |Create filker-classfile-ca, . EE fiterclassfle-config
L M | Create findbugs' (layver) ... E g ffgzgi;
L M | |Create 'mu::del' (laver) be... 5 O fu:class?ile
L M | |Create 'gui' {layer) bene. .. B [Elio-ba
L M | |Create 'top' {layver) bene... = [ bba
L M | . |Fix child order of ' = [ o
= [T il
B [T i util
EH E thoml
H [ fovisttclass
B [ fo.graph

H ) PACKAGES (Java packages)
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Fixing Architectural Violations

BT/

(B ltop
[T ]gui
[0 Imodel
[0 Ifindbugs
[ O Ifilter-classfile-config
[ O Jio-ba
[T Jutil
Diagram 1

E} mil E} B} guizl':r E} props E} B} asm E} becel }B} plan

B gui y o s::ur'ce‘ufiewer ’,.*"'F%du;mrkﬂuw

B model '
N —a
B filter ":.-"'FF = clalssfile ¢ “‘n" ‘ B config
__,":Ei io A ‘ E# ba
E} util ’ E} vizitclazs E} graph E} xml

Description: Subsystern breakout for ‘edu.umd.cs findbugs Page: 266



Fixing Architectural Violations

@D/
B[O ltop
H[E ]gui
E[ T Imodel
[0 Ifindbugs
[ O Ifilter-classfile-config
H[O lio-ba
B[O ] util

HCS/
[ ™™ findbugs
= N fb.findbugs
E O™ edu.umd.cs.findbugs
/\ SystemProperties.java
/\ TigerSubstitutes.java
B[ ¥ ytil
E [N fb.util
E ™ edu.umd.cs.findbugs.util
/A MultiMap.java
/A Util.java

Jutil
-= Ifindbugs

represents 2 edges from 2 files ko 2 Files
2 CALL

Layer violation:

Layer "futil’ must not access laver 'ffindbugs'

2 disallowed dependencies
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Fixing Architectural Violations

T- I B:/findbugs,/src/findbugs-1.2.1 /src fjava,/edu/umd/csfindbugs /ukil /Ukil.java - | Ellil
I LI Filker | Remaove Filker |
o |ID FramMame Fromkind ] FromFile ] kolame kokind ] koFile referenceType

{irit_Util_attributest B 15F Lkl java Y |getBoolean METHOD SE |SystemProperties.java [CALL

i W

3s import Edu.u:md.cs.findl:uugs.annutatiuns.CheckarNull; :I
40

g9 l.."tt

4z * @anthor pudgh

43 i

44 public class Uil |

temProperties.getBoolean("findbugs. shutdownLogging™) - _J
47 public static void runLoglitZhutdown (Funnable ) |
45 if [LOFEING) Runtime.getBuntime () .add3hutdownHook (new Threadir)):
49
50 h
51
52 public static int null3afeHashcode (ACheckForNull Chiject o)
53 if (o == null) return 0O;
54 return o.hashCode() ;
55 }
56 public static <T> boolean null3afeEquals(@CheckForMull T ol, @CheckForMull T oZ) |

57 if (ol == 0d) return true; _ILI
4 | 3
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Fixing Architectural Violations

Sl T

E[Mtop

™ model

B[ ™ findbugs

El ™ fbfindbugs
B ™ edu.umd.csfindbugs

M AbstracBugReporter java
M Buglnstance java
M ByteCodePatternD etector java
£y ClassScreener. java
[ DetectorF actory java
M Detectorf agoryCollection java
2 FilterBugRe porter java
M FindBugsjava
H FindBugs2 java j _
A 118N java A
M InstructionS cannerDriver java ;
M JavaVersion java
£ L10M java o1 Rk '
£ MethodAnnotation java {f
M OpcodeStack java
4 PluginLoaderjava : MALELL
M Project java A
M ResourceTrackingD etector java LAMINL
M SelfCallsjava
£y SloppyBugComparator java G
4 SortedBugCollection java b RN
A SystemPropertiesjava ‘M‘

1 ™™ filter-cl assfile-config

B[ M™jo-ba

B [P util

FIF

e R R R

F
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Fixing Architectural Violations

r.—i‘{Sutuarc M3.5 - findbugs20090416_121 @ localhost - findbugs_121 - Advanced Mode

Sotoarc  Projects  Model et Options

Exftras Help

=10l x|

Architecture | Restruckured Code
Cyrles | Metrics
orriginal Code Madels

I Base (pckogs: Java packages)

F S
Ciperations of Selecked Model

Description
Filter nodes (just hide) Y. ..
Create unrestricked subs. ..
Create Tb.findbugs' {unr...
Creake 'util' {layer) bene. ..
Create 'io-ba’ {laver) ben...
Create Fiker-classfile-co. ..
Create findbugs' {layer) ...
Create ‘model {laver) be...
Creake 'gui’ {layer) bene. ..
Create top' {laver) bene...
Fix child order of /"

33333333333;
R N N N S N N NN

1
9 ID::: Mot Colar Nodes LI |Sh|:|w Al References

;I il il UndoRedo (Madeling

a|a

|| & K| i>|||51|| #Iﬁl‘
B
E:Edel T

Bl
. " Please Confirm x|

‘ol are akkemphing ko virkually restruckure your package kree,
This restruckuring will be executed before the already defined modeling operations

\?‘) and can,
therefare, change their resulks,

Procesd?

L Instruction ScannerDriver.java
A JavaVersion java

M 10N java

ﬂ_.. Method®nnotation. java

£y OpeodeStack java

Fat PluginLoader java

& Project java

& Resource TrackingDete ctor java
A SelfCalk java

& SloppyBugCamparatar.java
& SortedBugCollection java

B ™ fitte r- classfile- config ! /"m

\.\‘\u
=[5

L= [= [ > [ [>

[= [ [=

H[M io-ba [
B ytil
8 ™ fbutil
= sy A
A Utiljava A

Page: 270




Fixing Architectural Violations

B/
EE top
HE gui
ElE I model
HCE Ifindbugs
EEE Ifilter- classfile-config
EfE T 0-ba
EEE il
B O fb.util
5 O edu.umd.csfindbugs. util
A Archivejava
£\ Classhame java
2 LaunchBrowser java
/% MapCache.java
A MultiMap java
A Mullterator.java
£ Strings.java
% TopologicalSortjava
A Utiljava -
[ SystemProperties.java
1 fb.xml
] fb.visitclass
= [ fh.graph

-
T

_q T
g

-~
i e
i A
———

O OFFEEEEEEERE
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Care about...

Code quality

Architecture

It is really easy |




